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CLAIMS 

What is claimed is: 

1 1. A method forXsetting a value within a type of 

2 service field in aA Internet Protocol (IP) datagram in 

3 accordance with an application level protocol at which 

4 said IP datagram is ti^nsported within a socks connection 

5 from a source applicatiNpn that resides within a source 

6 device to a destination application that resides within a 

7 . destination device, said method comprising the steps of: 



determining a source device address of said source 
device ; 




i^^o determining a destination device address of said 



: pi 



Hi destination device; 

^^2 determining a source application level protocol for 

i.g.3 said source device application; 



14 determining a destination application level protocol 

15 for said destination application; 

16 determining a type of service value \from a first 

17 table, wherein for said socks connection said first table 

18 includes: 

19 said determined source device addness; 



20 



said 



determined destination device 



ddress ; 
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21 said determined source application level 

22 protocol ; and 

23 said deVermined destination application level 

24 protocol ; and\ 

\ 

25 writing said determined type of service value into 

26 said type of servic^ field of said IP datagram. 




2. The method of cTaim 1, wherein said IP datagram 
comprises an IP header that includes a source IP address 
field and a destination IP address field, said IP 

\ 

datagram further comprising a source port field and a 
destination port field, \ said method further comprising 
the steps of : 



sDv determining said source device address by reading 

said source device address from said source IP address 
'^s field; 



determining said destination device address by 

"^11 reading said destination device address from said 

12 destination IP address fielc 

13 determining said source \application level protocol 

14 by reading a source applicatipn address from said source 

15 port field; 

16 determining said destination application level 

17 protocol by reading a destinatipn application address 

18 from said destination port fielc 
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1 3. The methodVof claim 1, wherein said IP datagram 

2 comprises a headier checksum field, and wherein said step 

3 V ^^-^ writing said type of service value in said type of 

4 \ ^^ervice field funther comprises the steps of: 

^it/ 1 

5 iy\ I computing a vfelue of a header checksum for said IP 

6 ' datagram according! to said type of service value; and 

7 writing said computed value into said header 

8 checksum field. '\ 

4. The method of claim 1, wherein said step of 

:.g2 determining a type of ^service value is preceded by the 

|:L;3 steps of: \ 

™ / \ \ 

|'^4 determining /Whether not said IP datagram is a 

^Os connect message^^or establishing a new socks connection; 

=:0 6 in response to dete:ffmining that said IP datagram is 

■f=:7 a connect message: I 

'"a updating said first table iji.-^^cor dance with 

9 said new socks conneqtior^^ said source 

10 device address, said destination device address, 

11 said source application level protocol, and said 

12 destination applicatiob level protocol; 

13 determining said application level protocol 

14 from said IP datagram; 1 

15 determining a type! of service value for said 

16 connect message utilizimg a type of service value in 
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a second \able, wherein said second table includes a 
type of service value for said application level 
protocol; anc 



associating said socks connection with said 
type of service value within said first table. 



5. The method of claim^^4v—f ur;ther comprising the steps 
of: 



configuring /said second table; and 



defining a [default type 
application level protocols t 
second table. 



of service value for 
at are not defined in said 



The method of\:laim 5, whe:^ein said step of 

omprises^ 
s.e^v^r"^ system 



configuring said secdnd table fu^^ther comprises^^he step 

onS^ 



of retrieving said Seconal, 
within a network. 



ible 



7. The method of claim 6, whereim said step of 
configuring said second table further comprises the step 
of retrieving updates of said second\table from said 
server system within said network. 



8. The method of claim 5, wherein said step of 
configuring said second table further comprises the step 
of delivering said second table from a s^erver system 
within a network. 
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9. The method of claim 8, wherein said step of 
configuring \said second table further comprises the step 
of del ivering\^^ updates of said second table from said 
server system'vitvhin said network. 



10. The njethod dt clj^ifn-^S, wherein said step of 
conf iguring^"sarar sfecond table further comprises the step 
of locally storing ^aid second table and updates of said 
second table within ^aid source device. 
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11. A system for setting a value within a type of 
service field in an Internet Protocol (IP) datagram in 
accordance with an application level protocol at which 
said IP datagram is transported within a socks connection 
from a source application that resides within a source 
device to a destination application that resides within a 
destination device, said system comprising: 

processing means for determining a source device 
address of said s^our^e^evice ; 

/ \ \ 
/ ^ 

processing means for determining a destination 
device address of said destination device; 

1 \ 

processiVg means f or\ determinin g^ a sou rce 
application leve^r""'"pTf©ttDT:rflY^ source device 

application; 



processing means for determining a destination 
application level protocol for^ said destination 
application; 



processing means for determining a type of service 
value from a first table, whereirn for said socks 
connection said first table includes: 

said determined source device address; 

said determined destination device address; 

said determined source appliV:;ation level 
protocol ; and \ 
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25 said determined destination application level 

26 1 protocolX and 

27 processing means for writing said determined type of 

28 service value into\said type of service field of said IP 

29 datagram. \ 

1 12. The system of claim 11, wherein said IP datagram 

2 comprises an IP header that includes a source IP address 

3 field and a destination IP address field, said IP 

4 * datagram further comprising a\source port field and a 
_5 destination port/field, sai\i system further comprising: 

^;L;6 processing means for determining said source device 

\f]7 address by reading said source device address from said 

i=3 \ \ 

:'T8 source IP addres^ field; \ 

processing meanTg-s^ordetermijij ^j^^ said destinatj j^ 

'flo device address by reading said destination device address 
from said destination IP address \f ield; 

'I2 processing means for determining said source 

13 application level protocol utilizing a source application 

14 address from said source port fieldy 

15 processing means for determining said destination 

16 application level protocol utilizing \a destination 

17 application address from said destinacion port field. 

1 13. The system of claim 11, wherein said IP datagram 

2 comprises a header checksum field, andlwherein said 

3 processing means for writing said type pf service value 
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into s^aid type of service field further comprises: 



processing means for computing a value of a header 
checksum for said IP datagram according to said type of 
service value.; and 



processing \means for writing said computed value 
into said header checksum field. 



1 

2 

.3. ^ 



14 . The system 
means for determi^ninc 
comprises : 



.1, wherein said processing 
)e of service value further 



processing means for determining whether or not said 
IP datagram is^a connect message for establishing a- new 
socks connection; 



=|7 processing means for, in response to determining 
Ds that said IP datagram is a connect message: 

39 updating said first table in accordance with 

10 said new socks connection utilizing said source 

11 device address, said destination device address, 

12 said source application level\ protocol , and said 

13 destination application level protocol; 

14 determining said application level protocol 

15 from said IP datagram; \ 

16 determining a type of service\ value for said 

17 connect message utilizing a type of\ service value in 

18 a second table, wherein said second table includes a 
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19 typeNof service value for said application level 

20 protoc(Dl ; and 

21 assoc^iating said socks connection with said 

22 type of service value within said first table. 

1 15. The system of Vlaim 14, further comprising: 

2 processing means \f or configuring said second table; 

3 and \ 

4 ' processing means defining a default type of 
_5 service value for applicaVioK level protocols that are 
:.Q6 not defined in saicy second Vtable . 

LOi 16. The system of claim 15, Nvherein said proc^essing 

|'^2 means for conf iguring'^'-^aid second tablefjo^^tiier comprises 

'■'=03 processing means for retrievmgv said second table from a 

j:=^4 server system within a network. \ 

[rii 17. The system of claim 16, wherein said processing 

^^32 means for configuring said second Vable further comprises 

'~3 processing means for retrieving updates of said second 

4 table from said server system withiA said network. 

1 18, The system of claim 15, wherein\said processing 

2 means for configuring said second table further comprises 

3 processing means for delivering said second table from a 

4 server system within a network. \ 

1 19. The system of claim 18, wherein said processing 

2 means for configuring said second table further comprises 

3 processing means for delivering updates ofVsaid second 
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table\from said server system within said network. 

20. "phe System of claim 15, wherein said processing 
mean$ tor c'ontiqu^ng said second table further compri 
proceST9^.^ig-TtT^ns for locally storing said second table 
and updates or\said second table within said source 
device . 
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21. \A computer program product for setting a value 
within\a type of service field in an Internet Protocol 
(IP) dat\^ram in accordance with an application level 
protocol at which said IP datagram is transported within 
a socks connection from a source application that resides 
within a sourc.^ device to a destination application that 
resides within a destination device, said computer 
program product • comprising : 




instructiop^means fo:^ determining a source device 
address of saiti source de"^ice; 



instructibn means \for determining a destination 
device address \?f said destination devices- 
instruct ion m^ans fox determining a source^ 
application level pro£bqol\for said sour c^^-er^ vice 
application; 

instruction means for determining a destination 
application level protocol fo\ said destination 
application; 

instruction means for determining a type of service 
value from a first table, wherein for said socks 
connection said first table includes: 

said determined source device address; 

said determined destination device address; 



said determined source application level 
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protocol ; and 



said determined destination application level 
protocol; and 



instructiofL means for writing said determined type 
of service value\ into said 'type of service field of said 



IP datagram. 



22. The comp^ 




m product of claim 21, wherein 



said IP datagram comprtLses an. IP header that includes a 



source IP /address f^^ld.and a destination IP address 
field, saiLd IP datagram further comprising a source port 
field andla destination port field, said computer program 
product further compri\sing: 



instruction means fior determining saiA source device 
address by reading said source dev>e^address from said 
source IP address "fj^ eld ;^ 

instruction means f or \determining said destination 
device address by reading said destination device address 
from said destination IP address field; 



instruction means for determining said source 
application level protocol utilizing a source application 
address from said source port nield; 



instruction means for determining said destination 
application level protocol utilizing a destination 
application address from said destination port fi^ld. 
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23, TheXcomputer program product of claim 21, wherein 
said IP datagram comprises a header checksum field, and 
wherein saxd instruction means for writing said type of 
service valup into said type of service field further 
comprises : 

instruction means for computing a value of a header 
checksum for said IP datagram according to said type of 
service value; ai 

instruct ion/mfeans :^or writing said computed value 
into said header chWksum field 




24. The compulter program product gf claim 21, wherein 
said instruction means\ for determining a type of service 
value further cotno rise 

instruction means f^r determining whether or not 
said IP datagram is a con\iect message for establishing a 
new socks connection; 

instruction means for, \ in response to determining 
that said IP datagram is a connect message: 



updating said first \table in accordance with 
said new socks connection\utilizing said source 
device address, said destination device address, 
said source application level protocol, and said 
destination application level protocol; 



from 



determining said applica\tion 
said IP datagram; \ 



level 



protocol 
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\determining a type of service value for said 
connect message utilizing a type of service value in 
a second table, wherein said second table includes a 
type of Service value for said application level 
protocol ; Nand 

associating said socks connection with said 
type of service value within said first table. 

25, The computer j^.rog^ram product of claim 24, further 
comprising : 



instruction means nor configuring said second table; 



and 



instruct 3s^n means for\def^ru^ default type of 
service value f oK^^pplj^caJLion level protocols that are 
not defined in said second table. 

26. The computer program product of claim 25, wherein 
said instruction means for configuring said second table 
further comprises instruction means for retrieving said 
second table from a server systeiA within a network. 



27. The computer program product on claim 26, wherein 
said instruction means for configuring said second table 
further comprises instruction means fior retrieving 
updates of said second table from saiq server system 
within said network. 



28. The computer program product of claim 25, wherein 
said instruction means for configuring said second table 
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furthers, comprises instruction means for delivering said 
second table from a server system within a network. 



29. The comp^t 
said instruc 
further comi^ris^ 
updates of / said s^^cond tal^, 
within said^networl 



rogram product of claim 28, wherein 
eans for configuring said second table 
s instruction means for delivering 

from said server system • 



;.0 

In 

.£K1 



30, The computer progriam product of claim 25, wherein 
said instruction means ror configuring said second table 
further comprises instruction means for locally storing 
said second table and updates of said second table within 
said source device. 




